
Service chaining refers to the sequencing of bump-in-the-wire L4-L7 network functions 
such as firewalls, traffic shapers, and load-balancers. Traditionally, network operators 
have built service chains by wiring cables between physical network functions (“middle-
boxes”). This service chaining infrastructure is expensive and difficult to manage.

Dynamic service chaining refers to software-controlled service chains where:

1. Traffic is steered through the appropriate L4-L7 network functions for a given flow, 
based on customer profile, service type, traffic patterns, or other characteristics.

2. The L4-L7 network functions in the chain are dynamically reconfigured with the ap-
propriate processing rules for each flow.

(Here a flow is any sequence of packets that is processed in the same exact way.)

For example, in Figure 1 the “blue” path traverses the traffic shaper and the firewall 
whereas the “yellow” path only traverse the firewall. Note that both the firewall and the 
traffic shaper must be configured with the appropriate rules: the traffic shaper must have 
a shaping rule for the “blue” flow and the firewall must have rules for both the “blue” and 
the “yellow” flows.

Overview

Tail-f NCS provides a uni-
fied system for controlling all 
aspects of dynamic service 
chains and traffic sterring com-
ponents that work with both 
Openflow-based and routing-
based solutions.

Service Chaining: 
What and why?

Tail-f NCS Dynamic Service 
Chaining
The purpose of this paper is to explain how Tail-f’s NCS product supports 
dynamic service chaining.
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Dynamic service chaining thus makes it possible for network operators to provide differ-
entiated services. It also improves resource utilization, since unnecessary L4-L7 process-
ing is avoided.

Dynamic service chaining requirements 

A complete solution for dynamic service chaining needs to provide the following func-
tionality (see Figure 2):

1. Setting up packet-forwarding rules that steer traffic through the appropriate L4-L7 
network functions for each flow. This involves reconfiguring the switches or routers 
doing the traffic steering.

2. Reconfiguring the L4-L7 network functions in the chain with the appropriate process-
ing rules for each flow. 

3. Providing life-cycle operations for the service chain: adding, upgrading or removing 
L4-L7 network functions.

It is of course desirable to have the same provisioning or control system handling all 
three tasks, to reduce operational overhead. This is even more desirable in multi-vendor 
scenarios, where various best-of-breed L4-L7 functions are used.

To ensure correctness of each provisioned flow, the changes made to the packet-for-
warding devices and the L4-L7 devices should be contained within an atomic transaction. 
This means that all steps of the flow provisioning succeed, or no changes at all are made 
– this eliminates the need for manual error-recovery in case one or more steps fail.

There might also be identical service chains deployed in different locations. If that is the 
case, the transaction in which a flow is provisioned should span all these service chains.

Service chain operations are triggered by other systems, such as:

• Customers (tenants) on-boarding via Order Managers

• Customers (tenants) changing service attributes via self-service portals

• Policy managers acting on network events

Figure 1 : Service Chains



September 2013Tail-f NCS Dynamic Service Chaining   3

Therefore, service chain operations need to be available over various APIs and user 
interfaces.

Using Tail-f NCS for dynamic service chaining

The service chaining solution, based on Tail-f NCS, described below can use different 
solutions for traffic steering, such as Openflow or policy-based routing.

The solution is applicable for service chains with arbitrary third-party L4-L7 network func-
tions in the service chain. These functions can often only be controlled by non-standard 
interfaces (e.g. CLI, SOAP, REST).

Tail-f NCS provides a coherent set of transaction-safe APIs and UIs for controlling and 
managing the service chain and its components, as shown in Figure 3.

Figure 2  : Configuring the Devices in 

the Chain
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Data models for dynamic service chaining

Tail-f NCS has no hard-coded assumptions about service chains or their components. 
Instead, these assumptions are specified in declarative data models, written in the YANG 
language (IETF RFC 6020), which are loaded into NCS. These data models are complete-
ly open: the user can deploy the models provided by Tail-f, or modify these models to 
meet other requirements, or write completely different models from scratch.

The hierarchy of data models illustrated in Figure 4 specifies the service chain in Figure 2.

Figure 3 : Tail-f NCS
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The service-chain, traffic-steering, firewall and traffic-shaper models are all service 
models – they are abstract entities that can be deployed, configured, reconfigured and 
deleted, but they do not correspond directly to resources in the network. In contrast, the 
Tailflow-steerer, Procera-ts, and Palo-Alto-fw are device models that represent configu-
ration and operational state parameters of an Openflow-based traffic steering applica-
tion built on Tail-f’s Openflow controller Tailflow, a Procera traffic shaper, and a Palo Alto 
Network firewall, respectively. If we later would change the traffic steering mechanism 
to policy-based routing using a Cisco router and furthermore change firewall vendor to 
Fortinet we could change two of the device models as illustrated in Figure 5.

Note that although device models are vendor-specific they are still declarative YANG 
models. 

Real-time storage for instantiated data models

Data models instantiated with actual parameter values represent the collected configura-
tion state of all services and devices modeled in the system. This tree-structured data is 
stored in a real-time in-memory database in Tail-f NCS as illustrated in Figure 6.

Figure 4 : Service Chain Data-Models

Figure 5: OpenFlow  Model replaced 

with Cisco Policy-Based Routing
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Software using the APIs and networking engineers using the UIs can create, update and 
delete configuration data in Tail-f NCS. The operations are either committed or dry-run-
committed to NCS. In the first case, the changes are made both to the database and to 
the network in a single atomic transaction. In the second case, only a printout on the UI is 
done of what would be written to the database and network; this is a useful tool for what-
if analyses. 

Model transformations: implementing services

Hierarchies of data models in Tail-f NCS, such as those in Figures 4 and 5, need to be 
complemented with the following to create a fully operational system:

• Mapping templates that describe how data models can be instantiated with para-
meters from models higher up in the hierarchy or with data computed by external 
applications (for example, resource allocators or path computation engines).

• Network Element Drivers (NEDs) that translate change-sets on abstract device con-
figurations into sequences of device-specific commands.

Figure 6 : Service and Device Models
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• [Optional] Applications built on top of Tail-f’s Openflow controller Tailflow; these 
applications are called flowlets. A flowlet consists of a data model and functions 
that act on the configuration of the Tailflow controller. Tail-f provides a traffic steer-
ing flowlet for dynamic service chaining. This flowlet specifies ingress ports, egress 
ports, source and destination subnets and vlans, and the individual ports of the ser-
vice chain. To set up the service chain users or programmers just configures these 
parameters. The flowlet takes care of transforming this into OpenFlow protocol op-
erations. The flowlet abstracts away manipulation of return flows and internal flows.

Figure 7 illustrates a complete dynamic service chaining system using Tailflow for traffic 
steering.

Tail-f NCS can also work with other Openflow controllers, although this requires custom 
integration work. In this case the traffic steering application is developed using the north-
bound API of the selected controller. NCS views this application as a device – hence it 
needs a YANG device model describing its configurable parameters.

Figure 7 : Complete Service Chaining
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Summary

Traditionally, network operators have built service chains of L4-L7 security 
functions by wiring cables between physical network devices. This service 
chaining infrastructure is expensive, difficult to manage, and inflexible for 
differentiated service offerings to diverse customer segments. Tail-f NCS pro-
vides a unified system for controlling all aspects of dynamic service chains, 
including traffic steering and third-party L4-L7 network functions. 


